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CYBER THREATS ARE AMPLIFIED IN A SOS ENVIRONMENT
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MODEL-BASED SAFETY AND SECURITY APPROACHES

Safety & security are emergent properties of systems
and should be addressed as part of the system’s

whole-life engineering activities rather than addresses ‘

separately and ‘bolted-on’
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Cyber Security Process: Threat Analysis and Risk Assessment (TARA)
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CyberSecurity | Concepts
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ISO 21434: Road Vehicles — Cyber Security Engineering

Serves as a guideline for
the implementation of
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TARA process | Main concepts & implementation based on RAAML
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ltem: a part of the system architecture that need to be protected

Iltem and Assets i i
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Asset: an object that has value or contributes to value. It is in the context of an item



Adverse consequence involving a vehicle or

Damage Scenario vehicle function and affecting a road user
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Threat Scenario

Potential cause of compromise of cybersecurity
properties of one or more assets in order to
realize a damage scenario

. Aggregated Attack
# g
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(Source: RAAML, v1.1, Object Management Group, 2024)
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The assessment should be done according to the
definition given in ISO/SAE 21434:2021(annex G)



Attack Feasibility Rating
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Risk Value and Treatment

Global 5 : Privacy 5
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Cybersecurity Goal, Requirements & Claim
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CONCLUSION
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BENEFITS OF MODEL-BASED CYBER SECURITY MANAGEMENT

-

.

Early Issue Identification

e Proactively identify and address
security vulnerabilities early in
design, leading to more resilient
systems.

~

-

Standard Compliance

e Demonstrates compliance with
cyber security standards and
regulations.

4 N

e Security requirements and controls
are embedded in the system
design, supporting the creation of
security-aware system models.

Integration

-

N

¢ Reduce development time and
costs, preventing cyber threats

~

Traceability

e Linkages to the SysML model-of-
interest are provided, enabling
traceability to the cyber security
model.

/

)

\_

~

Improved Communication

e Facilitates better communication
among stakeholders, cyber security
experts, system engineers.

)
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