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CHAPTER 1

Challenges and Model-based Solutions for Cyber 
Security Management

Yueying Hu
CATIA Cyber Systems Industry Process Specialist
Yueying.HU@3ds.com



CYBER THREATS ARE AMPLIFIED IN A SOS ENVIRONMENT

(Source: Upstream 2022 Global Automotive Cybersecurity Report)

Of detected vulnerabilities in the last  2 
years in Automotive industry

Of ransomware attack against 
industrial organizations in 2022

IT & OT converging infrastructure

Lack of asset visibility and monitoring  

Of threat groups targeting 
industrial sectors

(Sources: ENISA Threat landscape Transportation Sector 2022 -Dragos report 2022
Automotive and Healthcare Operational Technology: Critical Infrastructure and Operations at Increased Risk of Cyberattacks as Digitalization Advances – March 2023)

Safety, Financial, Operational 
Privacy impact for people & 

companies

Das Bildelement mit der Beziehungs-ID rId8 wurde in der Datei nicht gefunden.

Das Bildelement mit der Beziehungs-ID rId10 wurde in der  
Datei nicht gefunden.

Connected vehicle’s most common 
attack vectors 2022-2023



MODEL-BASED SAFETY AND SECURITY APPROACHES

(Source: IET - Cyber Security and Safety Code of Practice)

Safety & security are emergent properties of systems 
and should be addressed as part of the system’s 

whole-life engineering activities rather than addresses 
separately and ‘bolted-on’

OMG RAAML 1.1 in Progress

Design

Reliability Analysis 
(FMEA, FTA)

Safety & Cyber 
Security Analysis 
(HARA, TARA) 

Modify 
Design

Traceability of reliability 
analysis to design elements

Identify potential hazards and 
initiating causes

Product 
(System Model)

Systems Engineers

Safety and Cyber 
Security Engineers

Reliability Engineers
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Cyber Security Process: Threat Analysis and Risk Assessment (TARA)

Yueying Hu
CATIA Cyber Systems Industry Process Specialist
Yueying.HU@3ds.com



Threat 
Sources

threat agent performing 
a cyber attack

CyberSecurity | Concepts

Assets
tangible or intangible things 

that require protection 
because they are valuable to 

their owners

Gives rise to
exploits

has

Impact
consequence of an unwanted 
event caused by a threat that 

affects the assets

damages

affects

causes

Vulnerability
weakness (bug, flaw) in the 

assets which can be exploited 
by a threat

Threat
unwanted event that may 

result in harm to an 
organization and its assets

Safeguard
countermeasures and controls

Limit the severity and the 
likelihood of a risk occurrence

mitigates

has

Risk
the potential that a given threat will 
cause loss or damage impacting the 

assets

Severity

Li
ke

lih
oo

d
has

Risk scenario are numerous combinations of multiple threats exploiting one or several vulnerabilities  of assets and could 
have different impacts (depending on the point of view) 

reduces

Protect  against

knowledge base of adversary
tactics and techniques based on 
real-world observations

NIST 800-30r1
knowledge base of threat source 
and threat event

The Common Vulnerabilities and Exposures (CVE) 
system provides a reference-method for publicly 
known information-security vulnerabilities and 
exposures

The Common Weakness Enumeration (CWE) is a 
community-developed list of software and hardware 
weakness types

NIST SP800-53 - Security and Privacy 
Controls for Information Systems and 
Organizations provides a catalog of 1000+ 
security and privacy controls

CERT- Computer Emergency Response 
Team provide alerts and incident 
handling guidelines



ISO 21434: Road Vehicles – Cyber Security Engineering

Cyber Security 
Management 

System (CSMS) Set 
Up  

Cyber security by 
design : Threat 

Analysis and Risk 
Assessment (TARA) 

Monitoring and 
Continuous 

Improvement

Source: ISO 21 434

Serves as a guideline for 
the implementation of 

UNECE R155
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Risk 
Estimation

SAFETY FINANCIAL 
OPERATIONAL PRIVACY

Goal

Requirement
FUNCTIONAL TECHNICAL 
HARDWARE SOFTWARE

Claim
Risk 

Treatment
REDUCE AVOID
SHARE RETAIN

ITEM
WITH

Functional 
Cybersecurity 

Concept

Damage scenario
FAILURE MODE
EFFECT
OPERATIONAL SITUATION

Threat scenario 
FAILURE MODE
STRIDE

Attack path 
Attack path step

IMPACT
RATING 

FEASIBILITY 
RATING

RISK 
VALUE 

ISO 21434 THREAT ANALYSIS and RISK ASSESSMENT project template

ITEM

Asset
CONFIDENTIALITY 
INTEGRITY 
AVAILABILITY

TARA process | Main concepts & implementation based on RAAML



Item and Assets

(Source: RAAML, v1.1, Object Management Group, 2024)

System Architecture

Item: a part of the system architecture that need to be protected

Asset: an object that has value or contributes to value. It is in the context of an item



Damage Scenario

(Source: RAAML, v1.1, Object Management Group, 2024)

The assessment should be done 
according to the definition given 
in ISO/SAE 21434:2021(annex F)

Adverse consequence involving a vehicle or 
vehicle function and affecting a road user



Threat Scenario

(Source: RAAML, v1.1, Object Management Group, 2024)

Potential cause of compromise of cybersecurity 
properties of one or more assets in order to 
realize a damage scenario

The assessment should be done according to the 
definition given in ISO/SAE 21434:2021(annex G)



Attack path

(Source: RAAML, v1.1, Object Management Group, 2024) Potential-based approach for attack 
feasibility rating



Risk Value and Treatment

(Source: RAAML, v1.1, Object Management Group, 2024)

Risk values are derived from 
impact rating and feasibility rating 
based on the risk matrix 
described in ISO 21434
Risk = 1 + Impact x Feasibility.



Cybersecurity Goal, Requirements & Claim

(Source: RAAML, v1.1, Object Management Group, 2024)

Derive requirements 
that cover the cyber 
security goals defined 
in TARA
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Conclusion and Benefits 

Yueying Hu
CATIA Cyber Systems Industry Process Specialist
Yueying.HU@3ds.com



CONCLUSION

Design-build-test 
methodology

Model-analyze-build 
methodology

Single Authoritative Source of Truth
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BENEFITS OF MODEL-BASED CYBER SECURITY MANAGEMENT

10
/2

/2
02

4

Early Issue Identification
• Proactively identify and address 

security vulnerabilities early in 
design, leading to more resilient 

systems.

Standard Compliance
• Demonstrates compliance with 

cyber security standards and 
regulations.

Integration
• Security requirements and controls 

are embedded in the system 
design, supporting the creation of 

security-aware system models.

Improved Communication
• Facilitates better communication 
among stakeholders, cyber security 

experts, system engineers.

Efficient Resource Utilization
• Reduce development time and 

costs, preventing cyber threats

Traceability
• Linkages to the SysML model-of-

interest are provided, enabling 
traceability to the cyber security 

model.
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